3apeructpupoBano B Muntocte Poccuu 14 mas 2013 r. N 28375

OEJNEPAJIBHASA CJNY/KBA 110 TEXHUYECKOMY U OKCIIOPTHOMY
KOHTPOJIIO

ITPUKA3
ot 18 ¢peBpaas 2013 r. N 21

OB YTBEPXKXJIEHUUN COCTABA U COAEP KAHUSA
OPI'AHM3AIIMOHHBIX U TEXHUYECKHUX MEP 110 OBECIIEYEHHUIO
BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX TP UX OBPABOTKE

B THOOPMALIMOHHBIX CUCTEMAX ITIEPCOHAJIBHBIX JTAHHbIX

B cootBerctBUU ¢ yacThio 4 crathu 19 denepanbHoro 3akona ot 27 urons 2006 r. N 152-
@3 "O nepconanbHbix gaHHBIX" (CobOpanue 3akoHonatenscTBa Poccuiickoit dexepannu, 2006,
N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, ct. 6439; 2010, N 27, cT. 3407; N 31, ct. 4173, cT.
4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u I[lonoxenuem o PenepanbHOI
cinyx0e MO TEeXHHYECKOMY M 3KCIOPTHOMY KOHTPOJIO, YTBEpXkKAECHHbIM Yka3oM llpesumenta
Poccuiickoit ®eneparuu or 16 asrycrta 2004 r. N 1085 (CobOpanue 3akoHOAATENHCTBA
Poccuiickoit ®enepaunu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N
47, ct. 5431; 2012, N 7, ct. 818), mpuka3siBaro:

1. YTBepauth npunaraemeie CocTaB U coJiep:KaHue OpraHN3alMOHHBIX U TEXHUYECKUX MEp
1o obecrieyeHnI0 0€30MacCHOCTH MEPCOHABHBIX TAHHBIX MTPU UX 00paboTKe B MH(POPMAIIMOHHBIX
CUCTEMax MEePCOHATBHBIX JAHHBIX.

2. Ilpusnats yrparuBmmm cuiry npukaz @CTIK Poccun ot 5 despans 2010 r. N 58 "O6
yrBepxkaeHun [lomoxkeHus o MeTogax u crocobax 3ammTsl nHGopManuu B HHGOPMAIIMOHHBIX
CUCTEMax MEepPCOHANBHBIX JaHHBIX" (3apeructpupoBad Muntoctom Poccun 19 ¢espans 2010 r.,
peructpannoHHblid N 16456).

Hupexrop

denepanbHON CITYXKOBI 110 TEXHUUYECKOMY
Y KCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepKACHBI
npukazom ®CTIK Poccun
ot 18 ¢eBpans 2013 r. N 21

COCTAB 1 COAEP/)KAHUE
OPI'AHU3AIIMOHHBIX U TEXHUYECKUX MEP 10 OBECIIEYEHUIO
BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX TP UX OBPABOTKE

B UTHO®OPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

[. O0wmme moMoXKEeHUA
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1. Hacrtosmmii n0oKyMeHT pa3paboTaH B COOTBETCTBUM C 4yacTbio 4 cratbu 19
®denepanpHoro 3akoHa ot 27 utoiisg 2006 1. N 152-®3 "O nepconanpHbix qaHHbIX" (CoOpanue
3akoHoaarenbeTBa Poccuiickoit @enepanun, 2006, N 31, cr. 3451; 2009, N 48, ct. 5716; N 52,
cT. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cT. 4196; N 49, ct. 6409; 2011, N 23, c1. 3263;
N 31, ct. 4701) 1 ycraHaBIMBaeT COCTaB U COJEPKaHNUE OPraHU3alMOHHBIX U TEXHUYECKUX MEP
1o obecreyeHnto 6e30MacHOCTH MEPCOHATBHBIX IaHHBIX MIPU UX 00paboTKe B HHPOPMAIIMOHHBIX
CUCTEeMax T[EepPCOHAJBHBIX JaHHBIX (Jamee - Mepsl MO obOecrneueHuto 0e30MmacHOCTH
MEPCOHAIBHBIX JAHHBIX) AJI KaXJOr0 U3 YPOBHEH 3allMIIEHHOCTH MEPCOHANBHBIX JaHHBIX,
YCTAHOBIICHHBIX B TpeOoBaHMSAX K 3allUTe TMEPCOHANBHBIX [AHHBIX MpH UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX, YTBEP)KIEHHBIX IOCTAHOBJICHHUEM
[TpaButensctBa Poccuiickoit @Penmepaumu ot 1 Hosb6ps 2012 1. N 1119 (Cobpanue
3akoHo1atenbcTBa Poccuiickoit deneparuu, 2012, N 45, ct. 6257).

Mepsl 1o obecnieueHno 0€30MacHOCTH EPCOHANBHBIX JaHHBIX IPHHUMAIOTCS JUTS 3aI[UTHI
MEPCOHAIBHBIX JAHHBIX OT HEMPAaBOMEPHOIO WJIM CIy4yallHOro JOCTyNa K HUM, YHHUTOXCHHS,
U3MEHEeHHS, OJIOKUPOBAHMSA, KOMHUPOBAHUSA, MIPEJOCTABIICHHS, PACIIPOCTPAHEHUS NIEPCOHATBHBIX
JTAHHBIX, a TAKXKE OT MHBIX HEIIPABOMEPHBIX JICUCTBUN B OTHOIICHNUU NIEPCOHAIBHBIX JaHHbIX.

B HacrosimieM OKyMEHTE HE paccMaTpUBaIOTCS BOIPOCHI o0ecredeHus O0e30IacHOCTU
MEPCOHAIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBICHHOM MOPSAKE K CBEICHUSM, COCTABIISIONIUM
rOCy/IlapCTBEHHYI0 TalHy, a TaKKe MeEpbl, CBS3aHHbIE C IMPUMEHEHHEM IIH(PPOBAIBHBIX
(kpunTorpauECKmX ) CPEICTB 3aIUTHI HH(POPMAITUH.

2. be3omacHOCTh MEPCOHATBHBIX JaHHBIX IPU UX 00paboTKe B MHPOPMALIMOHHON CHCTEME
MEPCOHANBHBIX JaHHBIX (Jajsee - MHQOpPMAIMOHHAs cHUcTeMa) OOeCHedMBaeT OIepaTrop WiId
JUIO0, OCYIIECTBIsOLIee OOpabOTKY MEpPCOHANBHBIX JaHHBIX [0 IOPYYEHHUIO OIeparopa B
COOTBETCTBUH C 3aKOHOJaTenbCTBOM Poccuiickoit denepanuu.

Jlig BbInOSIHEHUS padoOT 1Mo oOecnevyeHno 0e30MIaCHOCTH MEPCOHANBHBIX JTAHHBIX IPU UX
00paboTke B MH(YOPMAIIMOHHOW CHCTEME B COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickoit
@enepallii  MOTYT IPHUBJIEKaTbCSl Ha JIOTOBOPHON OCHOBE IOPUAMYECKOE JIMLO WU
WHAUBUAYAIbHBIN TpeIIpUHUMATENb, UMEIOIINE JTUICH3UIO Ha JEATEIIbHOCTh M0 TEXHHUYECKON
3ammTe KOHPHUISHINATHHON HH()OPMAITHH.

3. Mepsl o obecnieueHUI0 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX peau3yloTcs B PaMKax
CUCTEMBI 3alUTHl MEPCOHAIbHBIX JIaHHBIX, CO3/1aBA€MON B COOTBETCTBUHU C TpeOoBaHUSIMU K
3allMTe TEePCOHANBHBIX MJAaHHBIX TP HX 00paboTke B WH(MOPMALMOHHBIX CHCTEMaxX
IIEPCOHANIBHBIX JIaHHBIX, YTBEPKICHHBIMU IOCTaHOBIeHHEM IIpaButensctBa Poccuiickoin
Oeneparun ot 1 HOs1Opst 2012 r. N 1119, u momKHBI OBITH HANpaBlIEHBl HA HEUTpaTH3AINIO
aKTyaJIbHBIX yTpo3 0€30MaCHOCTH MEPCOHAIBHBIX IaHHBIX.

4. Mepbl 10 o0ecriedyeHHI0 0e30IacCHOCTH MEPCOHANBHBIX JAHHBIX PEATU3YIOTCS B TOM
YHClie MOCPEICTBOM MIPUMEHEHUSI B MHPOPMAIIMOHHOMN CUCTEME CPEJICTB 3allUThl HH(OpMaLnu,
MPOLIEAIINX B YCTAHOBIEHHOM MOPSIKE MPOLEAYPY OLUEHKH COOTBETCTBHUSA, B CIIyyasix, Korja
PUMEHEHHE TaKUX CPEJCTB HEOOXOUMO ISl HEUTpaIu3aluu aKTyaJbHbIX yrpo3 0€30MacHOCTH
MEPCOHAIBHBIX JaHHBIX.

KOHCy.TIBTaHTHHIOC: IMpUMCYAHUC.
HyMepauI/m ITYHKTOB JaHa B COOTBECTCTBUU C O(i)I/ILII/IaJH)HI)IM TCKCTOM OTOKYMCHTA.

6. Ouenka 3¢(HEeKTUBHOCTH PEaTM30BAHHBIX B PaMKax CHUCTEMBI 3allUTHl MEPCOHATBHBIX
JTAHHBIX Mep M0 00ecredeHuIo 0e30MacHOCTH MEePCOHANBHBIX JTAHHBIX MPOBOIUTCS OMEPAaTOPOM
CaMOCTOSITEIFHO WJIM C TPUBJICYCHWEM Ha JIOTOBOPHOH OCHOBE HOPUAMYECKUX JIHI[ W
UH/IMBUYAJIBHBIX MpeIIpUHUMAaTEIeH, UMEIOIINX JHIIEH3UI0 Ha OCYIIECTBICHHUE JEATEIIbHOCTH
M0 TEXHUYECKOH 3ammmTe KOH(DHUIeHINAIbHON HHPOpMAaIiK. YKa3aHHas OIICHKA MPOBOJAUTCS HE
pexe 0JHOro pasa B 3 roja.

7. Mepbl o obecriedeHH0 0€30MacHOCTH MEPCOHANbHBIX JTAHHBIX NpU UX 00paboTKe B
roCyJapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMaX NPUHUMAIOTCSA B COOTBETCTBUH C TPEOOBAHUAMHU
0 3amuTe MH(pOpMaLUHU, COAEpKallehcs B TOCYIapCTBEHHBIX HH(OPMALMOHHBIX CHCTEMaXx,
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ycranaBnuBaeMbiMu @CTOK Poccun B npepenax cBoMX MOJHOMOYHMM B COOTBETCTBUM C YAaCThIO
5 crateu 16 ®enpepanpHoro 3akoHa ot 27 wurons 2006 r. N 149-®3 "O6 wundpopmanuw,
WH(OPMAIIMOHHBIX TEXHOJOTHsAX W o 3amute uHGopmarmu" (CoOpaHue 3aKOHOIATEILCTBA
Poccuiickoit ®enepaunu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, cT. 2038; N
30, ct. 4600; 2012, N 31, cT. 4328).

II. CocraB u coaepikanue Mep 1o 00ecredeHu o 0e30MaCHOCTH
NIEPCOHABHBIX JaHHBIX

8. B cocTtaB Mep no obecrieueH0 6€3011aCHOCTH MEPCOHAIBHBIX JaHHBIX, PEaIU3yeMbIX B
paMKax CHUCTEMBI 3aIUTHl EPCOHAIBHBIX JAHHBIX C YUETOM aKTyaJbHBIX YIpo3 0€30MacHOCTH
NEPCOHAIBHBIX JAHHBIX U IPUMEHSIEMbIX HHPOPMALIMOHHBIX TEXHOIOTUH, BXOJAT:

UACHTUDUKAIMS U ayTeHTU(UKAIUSA CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA;

yIpaBJIeHUE JOCTYNIOM CyOBEKTOB JOCTYIA K 00bEKTaM J10CTYIIa;

OTrpaHUYEHUE POTPAaMMHOMN CPEJIBI;

3alIMTa MAIIMHHBIX HOCUTeNed MH(OpPMaluM, Ha KOTOPBIX XpaHATCS M (WIN)
00pabaThIBalOTCS TEPCOHANBHBIC JAHHBIE (Jlajiee - MAaIIWHHBIE HOCUTENN MEPCOHAIBHBIX
JIAHHBIX );

perucTpanusi COObITHI 6€30MacHOCTH;

aHTUBUPYCHAs 3aLIUTA;

oOHapyKeHHe (TPeIoTBpaIICHUE) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3AIIUIIEHHOCTH IEPCOHANIBHBIX JIaHHBIX;

o0ecrieyeHre eI0CTHOCTH HH(OPMAIIHOHHON CHCTEMBI M IEPCOHATBHBIX JaHHBIX;

obecreyeHre T0CTYITHOCTH EPCOHAIbHBIX JAHHBIX;

3aluTa cpe/ibl BUPTyallu3ally;

3alIUTa TEXHUYECKUX CPE/CTB;

3anuTa THPOPMAIMOHHOW CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpelaud JaHHBIX;

BbISIBIICHME HMHIMJCHTOB (OJHOrO COOBITUS WM TPYHIbl COOBITHI), KOTOpbIE MOTYT
IIPUBECTU K COOSIM WJIM HAapYILIEHUIO (QYHKIMOHUPOBAHUSI MHPOPMALIMOHHON CUCTEMBI U (WJIH) K
BO3HUKHOBEHHUIO Yrpo3 O€30MacHOCTH MEpPCOHAIBHBIX JaHHBIX (Jajiee - WHIUAEHTHI), |
pearupoBaHu€ Ha HUX;

ynpaBiieHue KoH(urypauueir HHGPOPMAIMOHHOM CHCTEMBI U CHUCTEMBl  3alIUTHI
NIEPCOHAIBHBIX JIAHHBIX.

CoctaB M cojepxaHue Mep MO oOecredyeHUI0 Oe30MaCHOCTH IMEPCOHATIBHBIX JaHHBIX,
HEOOXOUMBIX JUIsl 00€CIeYeHHs KaKJ0Tr0 U3 YPOBHEW 3alUIIIEHHOCTH NEPCOHAIBHBIX JaHHBIX,
NPUBE/ICHBI B IPUJIOKEHUH K HACTOSIEMY JOKYMEHTY.

8.1. Mepbl nmo uaeHTUPHUKALUMU M ayTeHTU(DUKAIMK CyOBEKTOB JO0CTyna U OOBEKTOB
JIOCTyTa JOJKHBI 0OecrevnBaTh MPUCBOCHHE CYOBEKTaM M OOBEKTaM JOCTYIa YHHMKaJIbHOIO
npusHaka (MACHTHU(HUKATOpa), CPAaBHEHHUE MPEABABIAEMOro CyOBEeKTOM (00BEKTOM) JOCTymla
UJCHTUPHUKATOpPA C TEepPeYHEM MPUCBOEHHBIX MJEHTHU()UKATOPOB, a TaKKe MPOBEPKY
NPUHAJJIEKHOCTH CYOBEKTY (0OBEKTY) JOCTyNna TMpeAbsSBIEHHOTO UM HISHTH(QHUKATOpa
(moaTBepkKACHNE MOATUHHOCTH).

8.2. Mepbl 10 yIpaBIEHHUIO JTOCTYIIOM CYOBEKTOB JOCTYIA K OOBEKTaM JIOCTYIA JIOJKHBI
o0ecrieynBaTh YIpaBJIeHHE IpaBaMU M TNPUBWIETUAMU CYOBEKTOB JOCTYMa, pa3rpaHUueHHe
JocTyna CyObeKTOB JOCTyINa K 00bEeKTaM JJOCTyNa Ha OCHOBE COBOKYMTHOCTH yCTAHOBJIEHHBIX B
UH(POPMALIMOHHOM CHUCTEME MpaBUJI pa3TpaHUYEHUs JIOCTYIIA, a TaKke oOecreuynBaTh KOHTPOIb
3a cOOJIOZICHUEM TUX MTPABUIL.

8.3. Mepsbl 110 OrpaHUYEHUI0 TMPOTPAMMHON Cpeabl JOJDKHBI 00ecreynBaTh YCTAaHOBKY U
(unu) 3amycK TOJIBKO Ppa3pelieHHOTO K UCMHOJIb30BaHUI0 B HHGOPMAIMOHHON CHCTEMe
IPOTPaMMHOr0 OOECIeYeHHsT WM HCKII0YaTh BO3MOXKHOCTh YCTAaHOBKM M (MJIM) 3amycka
3aIpeIIeHHOT0 K UCMOIb30BaHUIO B MHPOPMAIIMOHHON CHCTEME IPOrPaMMHOI0 00eCIIeUeHuSI.

8.4. Mepsl 10 3a1uTe MaIMHHBIX HOCUTEJEeH MEePCOHATIBHBIX JaHHBIX (CPeiICTB 00pabOTKU


consultantplus://offline/ref=09561AF99814167F08B43006B8468D11BE95D63917761AD3741351EA77D28835F1CDAA33A82DE40574i3Q
consultantplus://offline/ref=09561AF99814167F08B43006B8468D11BE95D63917761AD3741351EA77D28835F1CDAA33A82DE40574i3Q

(XpaHeHMsI) IEPCOHATBHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTEJCH MepCOHATbHBIX JTaHHBIX)
JOJIKHBI UCKITIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYIAa K MAIIUHHBIM HOCHUTEISM
U XpaHAIMMCS HA HHUX [EpPCOHAJBHBIM JAHHBIM, a TaKKe HECAaHKIHOHHPOBAHHOE
UCIOJIb30BaHNE ChbEMHBIX MAIIMHHBIX HOCUTENEH MepCOHAIbHBIX TaHHBIX.

8.5. MepsI o peructpanuu COOBITUN 0€30MaCHOCTH JOJKHBI 00ecriednBaTh COOp, 3aIUCh,
XpaHEHUE U 3aluTy UHPOpPMAIMK O COOBITUSX 0e30MacHOCTH B MH(GOPMAIMOHHON CHUCTEME, a
TaKXe BO3MOKHOCTh IIPOCMOTPA M aHaIM3a MH(OPMAIIH O TAKHX COOBITHIX U pearnpoBaHUE Ha
HUX.

8.6. Mepsl TO AaHTHBHPYCHOW 3allUTe JOJDKHBI OOECIeYuBaTh OOHApPY)KEHUE B
MH(GOPMALIMOHHONW  CHUCTEME KOMIBIOTEPHBIX MpOrpaMM JUOO HHOH  KOMIIBIOTEPHOMN
uHpOpMaLY, TPEIHA3HAYCHHOW JJIs1 HECAHKIIMOHWPOBAHHOTO YHMUYTOXEHHUS, OJIOKUPOBAHMUSA,
Moau(UKaAIMK, KOMUPOBAHUS KOMIIBIOTEPHON WHGOpMalMu WIM HEUTpalu3aluu CpeiCTB
3alUThl MHQOPMAIINH, a TAKXKE pearupoBaHue Ha OOHAPY)KEHUE STUX IPOTPaMM U MH(OpPMAITHH.

8.7. Mepsl mo oOHapyKeHUIO (MPEAOTBPAILECHUIO) BTOPKEHUN MOJKHBI 00ecreynBaTh
oOHapyXeHHe JIEHCTBUN B UH(POPMALMOHHOM CUCTEME, HaIPaBJICHHBIX Ha
HECAaHKIMOHMPOBAHHBIA  JOCTYn K  MHbOpManuu, cCleludaibHble  BO3ACUCTBUS  Ha
MH(QOPMALIMOHHYIO CcHCTeMy U (WIM) TEpCOHAJbHBIE JlaHHblE B LEISAX J00bIBaHUS,
YHUUTOXKEHHUS, HCKAXEHHs] U OJIIOKMPOBAaHUSA JOCTyNa K MEPCOHAIBHBIM JIaHHBIM, a TaKke
pEarupoBaHUE HA ATU JCUCTBUA.

8.8. Meppl MO KOHTPOJIO (aHANM3y) 3alIUIIEHHOCTH MEPCOHANBHBIX NAHHBIX JOJKHBI
o0OecnieunBaTh KOHTPOJIb YPOBHS 3alIMIIEHHOCTU MEPCOHAJIBHBIX JAHHBIX, 00padaTbIBa€MbIX B
WH(OPMALIMOHHON CUCTEME, MyTeM IPOBEJIEHUS CUCTEMATHYECKUX MEPONPUITUN MO aHATU3Y
3alIUIIEHHOCTH WH(POPMAMOHHON CHUCTEMBI W TECTHPOBAHHUIO PaOOTOCIIOCOOHOCTH CHCTEMBI
3aIUTHI IEPCOHAIBHBIX JaHHBIX.

8.9. Mepsl mo o0ecrieyeHHI0 eTOCTHOCTH MH(POPMAITMOHHOW CUCTEMBI M TIEPCOHAIbHBIX
JTaHHBIX JOJDKHBI oOecreunBaTh OOHapyxeHHe ()aKTOB HECAHKIIMOHHUPOBAHHOTO HapyIICHUS
[EJIOCTHOCTH MH()OPMAITMOHHOW CHCTEMBI M COJEpKAIIUXCS B HEHW MEPCOHAJIBHBIX TAHHBIX, a
TaKk)K€ BO3MOXXHOCTh BOCCTAHOBJICHHS HH(OPMAIIMOHHOM CHCTEMBbI M COJIEpKAIIUXCS B Hel
NEPCOHAIbHBIX JaHHbBIX.

8.10. Mepsl 1o oOecHeueHHIo JOCTYIHOCTH IEPCOHAIBHBIX JIAHHBIX JOJDKHBI
o0OecrieunBaTh aBTOPU30BAHHBIM JIOCTYN IMOJIb30BaTENe, MMEIOIIMX MpaBa MO JOCTYyNy, K
NEPCOHANBHBIM JIaHHBIM, COZEp)KALIMMCA B MH(MOPMALMOHHOW CHUCTEME, B LITATHOM PEXHME
(GyHKIIMOHUPOBaHUS UH()OPMALIMOHHOW CUCTEMBI.

8.11. Meppl mo  3ammre  cpeAbpl  BUPTyalIM3allMM  JOJDKHBI  HCKIIIOYaTh
HECaHKIIMOHMPOBAHHBIN JTOCTYI K NEPCOHAJIbHBIM JAHHBIM, 00pabaThIBAa€MbIM B BUPTYaJbHOMN
UHPPACTPYKTYpe, U K KOMIOHEHTaM BUPTYalbHON MHQPACTPYKTYphl U (WIM) BO3JeHcTBUE Ha
HUX, B TOM 4MCIE€ K CpPEJICTBAM YIPaBIEHUS BUPTYaIbHONH HH(QPACTPYKTYpOH, MOHUTOPY
BUPTYaJIbHBIX MAlIUH (TUIIEPBU30PY), CUCTEME XPAaHEHMs JaHHBIX (BKJIIOYasi CUCTEMY XpaHEHUs
00pa3oB BHUPTyaIbHOM HWH(QPPACTPYKTYpHI), CETH TEpelayd JaHHBIX Yepe3 DIIEMEHTHI
BUPTYyaJbHOW WM (U3NYECKOH HMHQPPACTPYKTYphbl, TOCTEBBIM ONEPALMOHHBIM CHCTEMaM,
BUPTYaJbHBIM MalIMHaM (KOHTElHepaM), CHCTEME M CETH pEeIUIMKAllUHd, TEePMUHAJIbHBIM U
BHUPTYaJIbHBIM YCTPONCTBaM, a TAaK)K€ CHUCTEME PE3EPBHOIO KOIMPOBAHUS U CO3/1aBAEMBIM €IO
KOIUSIM.

8.12.  Mepsl 1nmo  3amMTE  TEXHUYECKMX  CPEACTB  JOJDKHBI  HCKIIIOUYaTh
HECaHKIIMOHUPOBAHHBIN JOCTYI K CTAllMOHAPHBIM TEXHUUYECKHUM CPEICTBaM, 00padaThIBAIOLIIM
HepCOHaNbHbIE TAaHHbBIE, CPEJCTBAM, OOECIIeUNBAIOIIUM (YHKIIMOHUPOBAHUE MH(OPMAIIMOHHON
CUCTEMBI (J1aee - cpeicTBa obecrnieueHus (QYHKIMOHUPOBAHMS), U B MOMEIICHUS, B KOTOPBIX
OHM IIOCTOSIHHO PAacIIOJNIOXKEHBI, 3aIIUTY TEXHUYECKHUX CPEACTB OT BHEIIHUX BO3JCHCTBHIL, a
TaK)K€ 3alIUTy MEPCOHANbHBIX JIaHHBIX, TMPEACTABIEHHBIX B BHIE HWH(GOPMATUBHBIX
AIIEKTPUUYECKUX CUTHAJIOB U (PU3NYECKUX TOJIEH.

8.13. MepsI 110 3amuTe HHOOPMAITMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U TIepeaadn
JAHHBIX JOJDKHBI O0€creurBaTh 3alUTy IEPCOHAIBHBIX JAHHBIX TPU B3aUMOJEHCTBHU



UH(POPMALIMOHHOM CUCTEMBI WM €€ OTAEIbHBIX CErMEHTOB C WHBIMH HH()OPMALUOHHBIMU
CUCTEMaMH U MH(QOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIMUA CETSIMH MOCPEACTBOM MPUMEHEHUs
ApXUTEKTYpbl WH(POPMAIIMOHHON CHUCTEMbl W TPOCKTHBIX pELICHWH, HANpaBICHHBIX Ha
oOecrnieueHre Oe30MaCHOCTH MEPCOHATBHBIX JIAHHBIX.

8.14. Mepsl 110 BBISIBIICHUIO WHIMJICHTOB U pEarupoBaHHUIO Ha HUX JIOJDKHBI 00ecTieYnBaTh
oOHapyxeHHe, WICHTHU(PHUKAUIO, aHAJIW3 MHLUUJCHTOB B MH()OPMALIMOHHOW CHUCTEME, a TaKkKe
IPUHITHE MEP 10 YCTPAHEHUIO U IPENYNPEKIECHUIO HHIUEHTOB.

8.15. Mepsl 1o ympaBlieHHIO KOH(MUTypanuei HWHPOPMAIMOHHONW CUCTEMBI M CHCTEMBI
3alIUTHl TEPCOHANBHBIX JaHHBIX JIOJDKHBI  OOECleYMBaTh YIPABICHHUE HW3MEHEHHSIMHU
KoH(uUrypauuu WHGOPMALUOHHOW CHCTEMBl M CHUCTEMbl 3alIUTHl MEPCOHAIBHBIX JIAaHHBIX,
QHIN3 IOTEHLMAJIBHOTO  BO3JCHCTBUS  IUIAHUPYEMBIX HM3MEHEHUH Ha oOecnedeHue
0e30MacHOCTH NEePCOHATIbHBIX JAHHBIX, a TAKXKE JJOKYMEHTHUPOBAHHE STUX U3MEHEHUH.

9. Beibop mep mo obecrieyeHHI0 OE30MaCHOCTH TMEPCOHANBHBIX JAHHBIX, MOJICKAIINX
peanu3zanuy B HHGOPMAIIMOHHON CHCTEME B paMKaX CHCTEMBbI 3aIUThHI IEPCOHANBHBIX JaHHBIX,
BKJIIOYAET:

ompezaeneHue 0Oa3zoBoro Habopa Mep Mo obecrneuyeHuIo 0e30MacHOCTH IMEePCOHATbHBIX
JAaHHBIX JJIs1 YCTAaHOBJIEHHOT'O YPOBHS 3alUIIEHHOCTH IIEPCOHAIbHBIX JAHHBIX B COOTBETCTBUH C
0a3oBpiMH Habopamu Mep 10 oOOecrnedyeHHur0 Oe30MacHOCTU MEPCOHANbHBIX  JaHHBIX,
IPUBEIECHHBIMU B NPUJIOKEHUU K HACTOSILIEMY IOKYMEHTY;

ajanranuio 0a30Boro Habopa Mep Mo o0ecreueHu 0 0e30MaCHOCTH NEPCOHAIBHBIX TAHHBIX
C YYETOM CTPYKTYypHO-(QYHKIHOHAIBHBIX XapaKTEPUCTHK HH(DOPMAITMOHHOW CHCTEMBI,
WH(OPMALIMOHHBIX ~ TEXHOJOTUH, OCOOCHHOCTeW (QPYHKIMOHUPOBaHUS HWHGOPMALMOHHON
CHCTEMBI (B TOM YHCIIEe HCKIIIOYeHHE M3 0a30BOro Habopa Mep, HEMOCPEACTBEHHO CBSI3aHHBIX C
WH(OPMALIMOHHBIMU TEXHOJIOTUSMHU, HE HCHOIB3yeMbIMU B MH(GOPMAIMOHHON CHCTEME, WU
CTPYKTYpHO-(DYHKIIMOHAIIBHBIMU XapaKTEPUCTUKAMHU, HE CBOMCTBEHHBIMH HH(OPMALOHHON
cucreme);

YTOYHEHHUE aJanTHPOBAHHOTO 0a30BOro Habopa Mep NO O0ECIeYeHHI0 Oe301MacHOCTH
MEPCOHAIBHBIX JIAHHBIX C YYETOM HE BBIOPAHHBIX paHee Mep, MPHUBEACHHBIX B MPUIOKEHUH K
HACTOALEMY JOKYMEHTY, B pE3yJbTaT€ YEro OIpEeNesloTCs Mepbl 10 O0ECIEeUeHUIo
0€30I1aCHOCTH MEPCOHANIBHBIX JIaHHBIX, HAIlPABJICHHbIE HAa HEHUTpPANIM3alUI0 BCEX AKTYaJIbHBIX
yrpo3 0€30MacHOCTH NEPCOHANIBHBIX JaHHBIX JUIsl KOHKPETHOW MH(OPMALIMOHHON CUCTEMBI;

JIONIOJTHEHWE YTOYHEHHOI'O aJalTHPOBaHHOIO 0a3oBoro Habopa Mep MO 0OecreueHHUro
0€30MacHOCTH NEPCOHABHBIX JaHHBIX MepaMu, 00€CIIeUNBAIOIIMMY BBIIIOJIHEHUE TPEOOBaHUM K
3alUTe MEePCOHAIBHBIX JAHHBIX, YCTAHOBJICHHBIMU MHBIMH HOPMATHBHBIMU NPABOBBIMU aKTaMU
B 00yacTu obecredeHnst 0€30MaCHOCTH MePCOHABHBIX JAHHBIX U 3alIUThl HHPOpPMAaIUU.

10. IIpy HEBO3MOXHOCTH TEXHUYECKOM peaiau3allMyd OTAENbHBIX BBIOPAHHBIX Mep IO
o0OecrieyeHnI0 O€30MacCHOCTH TMEPCOHANBHBIX JaHHBIX, a TaKXe C YYEeTOM SKOHOMHYECKOMN
[eIeco00pa3HOCTH Ha JTamax ajanTanuu  0Oa3oBoro Habopa Mep U (WIHM) YTOYHEHHUS
aJanTHpPOBaHHOTO 0a30BOro Habopa Mep MOTYT pa3padaThIBaThCsl HWHbIE (KOMIIEHCHPYIOIINE)
Mepbl, HalpaBICHHbIE HAa HEUTPAJIM3AlMIO AKTyaJbHBIX YIpo3 O€30MacCHOCTH MNEepPCOHANBbHBIX
JTAaHHBIX.

B stoM ciydae B xozme pa3pabOTKU CHUCTEMBI 3alllUThl MEPCOHATIBHBIX JaHHBIX JOJDKHO
ObITh MpOBENEHO OOOCHOBAHWE MPUMEHEHMS] KOMIEHCHPYIOIIMX Mep Juid o0ecredyeHus
0€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX.

11. B cinydae omnpezneneHus B COOTBETCTBUM ¢ TpeOoBaHMSIMM K 3alIMTE NEPCOHAIbHBIX
npu ux obpaboTke B MH(YOPMAIMOHHBIX CHCTEMax MEPCOHAIbHBIX JAHHBIX, YTBEPXKICHHBIMU
nocranoBienueM llpaBurensctBa Poccuiickoit ®@enepanuu ot 1 HosOps 2012 r. N 1119, B
KayecTBE AaKTyalbHbIX Yyrpo3 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX 1-TO M 2-TO THUIIOB
JOTIOTHUTEIBHO K MepaM Mo obecredeHno 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX, YKa3aHHBIM B
IIYHKTE § HACTOSAIIETO JOKYMEHTA, MOT'YT IPUMEHSTHCS CIEAYIOLINE MEPBI:

MPOBEPKAa CHUCTEMHOTO W (WJIM) MPHUKIATHOTO MPOTPAMMHOTO OOECTICUCHHS, BKIIFOYAs
IIPOrPaMMHBIM KOJZI, HA OTCYTCTBUE HEAEKIAPUPOBAHHBIX BO3MOXKHOCTEM C HCIIOJIB30BAHUEM
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ABTOMATH3UPOBAHHBIX CPEACTB U (MiK) 0€3 UCTIONb30BaHUS TAKOBBIX;

TECTHUPOBAaHUE UH()OPMAIIMIOHHON CHCTEMBbI HA TPOHUKHOBEHUS;

UCTOJb30BaHUE B HMH(POPMAIIMOHHOW CHUCTEME CHUCTEMHOTO W (WJIM) MPUKIAJIHOTO
IPOrpaMMHOr0 obOeciedyeHus, pa3pabOTaHHOIO € HCHOJIb30BAHMEM METOAOB 3aLIUILEHHOIO
IPOTPaMMHUPOBAHMUSL.

12. Ilpu wucnonbp3oBaHuuM B HH(POPMALMOHHBIX CHCTEMaX CEpTUQHULHUPOBAHHBIX 10
TpeGoBaHUsAM 0€30MacHOCTH HH(POPMAITUH CPEJICTB 3aIUTH HH()OPMAITIH:

a) 11 obecriedeHus 1 u 2 ypoBHeEH 3alUIIEHHOCTH IEPCOHANIBHBIX TAHHBIX IPUMEHSIOTCS:

CpeACTBa BBIYMCIUTEIHHON TEXHUKH HE HIKE 5 Kilacca;

cucTeMbl OOHApYyKEHHsI BTOPKEHUN M CPEeICTBA aHTUBUPYCHON 3allIUThI HE HUXKE 4 KIlacca,

MEXCETEeBBIE AKpaHbl HE HIDKE 3 Kilacca B CiIydae akTyaJdbHOCTH Yrpo3 l-ro wimm 2-ro
TUIOB WM  B3aUMOJAEHCTBMS ~ HMH(OPMAIMOHHOM  CHUCTeMBl €  HMH(POPMALUOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMH ~ CETSIMH ~ MEXIYHAPOJHOTO  MH(POPMALMOHHOTO oOOMeHa H
MEXXCETEBbIE IKPaHbl HE HIXKeE 4 Kiacca B Cllyyae aKTyaJbHOCTH yrpo3 3-To TUIAa U OTCYTCTBHUS
B3aUMOJICHCTBUA MH(DOPMAITMOHHONW CHUCTEMBI ¢ HH()OPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHBIMH
CEeTSAMHU MEKIYHApOIHOr0 HH(POPMALIMOHHOTO OOMEHa;

0) mis obecriedeHust 3 YPOBHSI 3aIIUIIICHHOCTH TIEPCOHAIBHBIX JTAHHBIX TPAMCHSFOTCS:

CpeAcTBa BBIYMCIUTEIBHON TEXHUKH HE HUXKE 5 Kilacca;

CHCTEeMBbI OOHAPY)KEHUSI BTOPKECHUN U CPEJICTBA AHTUBUPYCHOM 3alIUTHI HE HIDKE 4 Kiacca
3alIMThl B CIy4ae aKTyaJbHOCTH YIpo3 2-r0 THIIA WJIM B3aUMOJCHCTBUS MH(YOPMALMOHHON
CUCTeMBl  C  WH(OPMAIIMOHHO-TEICKOMMYHUKAIMOHHBIMA ~ CETSAMH  MEXIYHApOJIHOTO
UH(POPMALIMOHHOTO OOMEHa U CHCTEeMbl OOHApPYKEHMsI BTOPKEHUH M CpeACTBa aHTUBUPYCHOMN
3alIUTHl HE HW)KE 5 KJlacca 3allUThl B CIydae aKTyaJbHOCTH YIpo3 3-TO THIIA U OTCYTCTBHSA
B3aUMOJICHCTBUS MH(DOPMALMOHHOW CHUCTEMBbI € HH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIMU
CEeTSMHU MEKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHa;

MEXCETEeBbIE 3KpaHbl HE HI)KE 3 Kjacca B Cllyyae aKTyaJlbHOCTH Yrpo3 2-ro TUIa WU
B3aUMOJICHCTBUS HH()OPMAITMOHHOW CHUCTEMBI ¢ HMH(OPMAIIMOHHO-TEIIEKOMMYHHKAIIMOHHBIMH
CEeTSAMHU MEXTyHAapOJAHOTO MH(POPMALIMOHHOIO 0OMEHa U MEXCETEBbIe FKpaHbl HE HUXKe 4 Ki1acca
B Cly4ae akTyaJlbHOCTH Yrpo3 3-rO THIa W OTCYTCTBHS B3aWMOJIECHCTBHS WH(OPMALMOHHOMI
cUcTeMbl ¢  HH(pOPMAIMOHHO-TEICKOMMYHUKAIMOHHBIMM ~ CETAMU  MEXAYHapOJHOTO
MH(OPMaLlMOHHOTO OOMEHa;

B) JUIs1 oOecnieueHus 4 ypOBHS 3aIIUIIEHHOCTH MEPCOHAIBHBIX TaHHBIX TPUMEHSIOTCS:

CpeAcTBa BBIYMCIUTEIHHON TEXHUKH HE HIDKE 6 Kilacca;

crcTeMbl OOHApY>KEHHsI BTOPKEHUN U CpeJICTBA aHTUBUPYCHOM 3allIUTHI HE HIKE 5 Kiacca;

MEKCETEBBIE IKPAHBI 5 Kilacca.

s obecniedyeHust 1 u 2 ypoBHEW 3allMIIEHHOCTH MEPCOHAIBHBIX JAHHBIX, a TaKXKe /I
oOecrieyeHns 3 ypOBHSI 3aIIUIICHHOCTH MTEPCOHAIBHBIX TaHHBIX B HHPOPMAIMOHHBIX CUCTEMAX,
JUIL KOTOPBIX K aKTyaJbHBIM OTHECEHBI Yrpo3bl 2-TO THIA, IPUMEHSIOTCS CPEICTBA 3aIUTHI
uH(popMaluu, NMporpaMMHoOe oOecredyeHHe KOTOpBIX MPOILIO NMPOBEPKY HE HUXKE 4eM Io 4
YPOBHIO KOHTPOJISI OTCYTCTBUS HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH.

13. Tlpum wucmonp3oBaHMM B HWHGOPMAIMOHHBIX CHUCTEMaxX HOBBIX HH()OPMAITMOHHBIX
TEXHOJIOTUI U BBISIBIIEHUH JIOMOJHUTEIBHBIX YTpo3 0€30MaCHOCTH MEPCOHAIbHBIX JAHHBIX, JUIS
KOTOPBIX HE ONpEeAeNICHBl MEphl OOeCIedeHHs WX Oe30MacHOCTH, IOJDKHBI pa3padaThIBaTHCS
KOMIIEHCUPYIOILIME MEPBI B COOTBETCTBHHU € ITYHKTOM 10 HacTOSIIEro JOKyMEHTA.



[Ipunoxxenne

k CocTaBy U COJIep>KaHHUIO
OpPTaHHU3AIMOHHBIX U TEXHUYCCKHX
Mep 0 00ecTieueHu 0 Oe30MacHOCTH
MEPCOHANTBHBIX JAHHBIX IPU UX
00paboTke B HH(DOPMAITMOHHBIX
CUCTEMax NEPCOHAIBHBIX JaHHBIX

COCTAB 1 COAEP>)XAHUE
MEP 110 OBECITEYEHUIO BE3OITACHOCTH ITIEPCOHAJIBHBIX TAHHBIX,
HEOBXOJIUMbIX JIJIS1 OBECIIEUEHM ST KAXKJIOI'O 3 YPOBHEN
SAINIMIIEHHOCTH ITEPCOHAJIBHBIX JTAHHBIX

VYcnoBHoe Coneprxanue Mep 1o o0ecredeHu o 0e30MacHOCTH | YPOBHHM 3alIUIIIEHHOCTH
o0o3HaYeHHE U MEPCOHANBHBIX TaHHBIX MEPCOHANBHBIX JTAHHBIX
HOMEpP MepbI

4 3 2 1

I. Unentudukanus u ayreHTU(UKaus cyobeKToB JocTyna 1 00bekToB goctyna (MAD)

NAD.1 Wnentudukanus 1 ayreHTU(UKALUS MMOJIb30BaTene, | + + + +
SIBJISTIOIITUX CST paOOTHUKAMHU OTlepaTopa

NAD.2 Wnentudukanus u ayreHTuduUKanus yCcTpOWCTB, B + +
TOM  4YHCJI€  CTAalMOHAPHBIX,  MOOWIBHBIX U
MOPTATUBHBIX

NAD.3 VYrhpasnenue wuaeHTH(DUKATOpaMH, B TOM dHcle| + + + +

CO3aaHuC, IMPUCBOCHUC, YHUYTOKCHHUC




UACHTUPHUKATOPOB

NAD.4

VYnpaBieHue CpeicTBaMu ayTEeHTH(HKAIKUU, B TOM
Yyucie  XpaHEHWe,  BbIAYa, — WHHUIHAAIN3AINA,
OJIOKMPOBAHUE CPEJCTB ayTCHTU(UKALUN U TIPUHITHE
Mep B ciydae yTpaTbl M (WIM) KOMIIPOMETAaluu
CpeAcTB ayTeHTU(UKAIUN

NAD.5

3amura oOpaTtHo# CBSI3U npu BBOJIC
ayTeHTU(UKAIUOHHON HHPOpMaAITUU

NAD.6

Wnentudukanus 1 ayTeHTU(GUKALUS MOJIb30BaTENeH,
HE SIBJIAIOIIMXCS pabOTHUKAaMU oleparopa (BHEIIHUX
M0JIb30BaTENEH )

II. Y

paBJICHUC NOCTYIIOM CY6’beKTOB AOCTYIIa K 00BEKTaM A0CTYyIIa

(VI

VIIA1

VYmupasnenue (3aBelleHUE, aKTUBAlMA, OJIOKHPOBAHHE
nu YHI/I‘ITO)KGHI/IC) yLIeTHI)IMI/I 3aIlIuCAMHAU
MoJIL30BaTelIei, B TOM quCcie BHEIITHHX
MOJIb30BaTeNneH

+

VIIA.2

Peanusanus HEOO0XOIUMBIX METO/I0B
(IMCKpEMOHHbIN, MaHJIATHBIN, pPOJIEBOM HIIM WHOM
METO/), TUIIOB (UTEHHUE, 3alUCh, BBINOJHEHHE WU
MHOM THIT) U MPpaBUJI pa3rpaHUyeHHs] 1OCTyma

VIIJL.3

VYnpasnenue (pumpTpanms, MapLIpyTU3ALK,
KOHTPOJIb COSIMHEHUHN, OJTHOHAIIPABJICHHAS Tepenadya
W WHBIE CHOCOOBI ymIpaBieHUs) MHGOPMAIIMOHHBIMU
MOTOKAMH  MEXIYy  YCTPOWCTBAMH, CETMEHTaMH
MH()OPMALIMOHHONW  CHCTEMBI, a TakXkKe MEXIy
MH()OPMALIMOHHBIMU CUCTEMaMHU




VIIJ1.4

Paznenenne mnonHoMoumii (poJieil) MoJb30BaTeNeH,
aIMHUHHACTPAaTOpPOB W JIML,  OOECHEYMBAIOUINX
(GbyHKIMOHUPOBaHUE UH()OPMAITMOHHON CUCTEMBI

VIIJLS

HaznaueHne MHUHMMaIbHO HEOOXOJUMBIX NIPaB MU
MPUBWIETHI TOJNb30BATENSAM, aIMUHUCTpATOpaM H
aUmaM, — o0ecreYMBalmUM  (YHKIIMOHUPOBAHHE
MH(OPMALIMOHHON CUCTEMBI

YII/L.6

OrpanuveHre HEYCIEUIHBIX TMOMBITOK BXOJa B
UH()OPMATMOHHYIO CUCTEMY (mocryma K
MH(POPMAITMOHHON CHCTEME)

YIIA.7

[Ipenynpexxaenue monb30BaTeNs MPU €ro BXOAE B
WHQOPMAIIMOHHYIO CHUCTEMY O TOM, 4YTO B
MH(POPMAIIMOHHON CHCTEME peaTu30BaHbl MEphbl IO
o0ecrniedyeHno 0€30MacCHOCTH NEePCOHABHBIX JaHHBIX,
U O HEOOXOJUMOCTH COOJIOAECHUS YCTAHOBJIEHHBIX
OIEpaToOpoM TpaBHI OOPAabOTKH  MEPCOHATBHBIX
TaHHBIX

VIII.8

OnoBenieHne Noab30BaTEN MOCIE YCIEIHOr0 BX0oAa
B MHGOPMAIMOHHYIO CHUCTEMY O €ro IMpeablaylleM
BXO/I€ B HH(OPMAIIMOHHYIO CUCTEMY

VIIA.9

OrpaHnueHue 4uciia napajjiebHbIX CEAaHCOB JOCTYyIa
I KaXIO0M  Yy4eTHOM  3aluCH  IOJb30BaTeNs
MH(OPMAIIMOHHON CUCTEMBI

VIIJI.10

bnokupoBaHue ceanca moctymna B HWHGDOPMAIIMOHHYIO
cucTeMy nocie YCTaHOBJICHHOTO BpEMEHU
0e3neicTBUs (HEaKTUBHOCTH) TOJIB30BATENsT WM TI0
€ro 3amnpocy




VIIL11

Pazpemienne (3amper) AEUCTBUM MOJb30BaTeleH,
pa3perIeHHbIX hi (0] WJICHTU(UKAIIN "
ayTeHTU(UKALUN

VIIJL12

[Tognepxka U coxpanenue aTpuOyTOB 0€30MMACHOCTH
(MeToK 0e30IMacHOCTH), CBS3aHHBIX ¢ MH(pOPMAITUCH B
MpoIiecce ee XpaHeHus: U 00pabOTKH

VIIJL13

Peamuzanms 3amuineHHOTO YAAJICHHOI'0  AOCTYyIIa
CY6’LGKTOB A0CTyIIa K 00BeKTaM A0CTyIla YCpe3
BHCIIHHUC I/IH(l)OpMaHI/IOHHO-TGJIGKOMMYHI/IKaIII/IOHHI)IC
CCTHn

VIIA.14

PernaMeHTanuss W KOHTPOJIb HCIIOJIB30BAHHSA B
MH(pOpPMaAITMOHHOM CHCTEME TEXHOJIOTHI
0ecrpoBOIHOTO AOCTYIa

VIII15

PermamenTtanuss ¥ KOHTpPOJIb HCHOJIB30BAHUS B
MH(POPMAIIMOHHOMN CUCTEME MOOMITBHBIX TEXHUUECKUX
CPEICTB

VIIJ.16

VYnpasnenue B3aUMOJIENCTBUEM C
WH(pOPMAITMOHHBIMHU CUCTEMAMHU CTOPOHHUX
opranuzanuii (BHeIrHne nH(HOPMAIIMOHHBIE CUCTEMBI)

VIIJL17

ObecrieyeHre  JOBEPEHHOM  3arpy3KH  CpENCTB
BBIYHCIUTEIBHON TEXHUKU

II1. Orpanunuenue nporpammuoii cpeast (OIIC)

OIIC.1

Ympasienue 3amyckom (0OpalieHusiMi) KOMIIOHEHTOB
MpOrpaMMHOTO  o0ecredeHus, B TOM  YHCIE
onpeJIeJICHUE 3aITyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
MapaMeTpoB 3alycka KOMIIOHEHTOB, KOHTpPOJIb 3a




3aIlyCKOM KOMIIOHCHTOB ITPOrpaMMHOI'0 obecreuycHus

OIIC.2 VYupasnenue YCTaHOBKOM (MHCTAITALIUEH )
KOMIIOHEHTOB TPOTPAMMHOTO O0ECIeUYeHUs, B TOM
YHCce OIpeNesieHHe KOMIIOHEHTOB, MOJUIKAIINX
YCTAaHOBKE, HACTPOWKAa MapaMeTpOB  YCTAaHOBKHU
KOMITOHCHTOB, KOHTPOJIb 3a yYCTaHOBKOM
KOMIIOHEHTOB IPOTPaMMHOT0 00ECTICUCHUS

OIIC.3 YcTaHoBKa (MHCTAJIISIUS) TOJNBKO Pa3pelieHHOro K
WCIOJIb30BAHUIO MPOTPAMMHOTO OOecIIeUeHHsI 1 (HITH )
€ro KOMIIOHEHTOB

OIIC.4 VYnpaBieHue BpeMEHHbIMU (QaillamMu, B TOM YHCIE
3alper, paspellcHHue, IEepeHaNpaBlIeHUe 3allucH,
yJaJIeHue BpEMEHHBIX (aiiioB

IV. 3amura MamIMHHBIX HOCUTENEH MepcOoHanbHBIX AaHHbIX (3HUN)

3HU.1 Yuer MalIMHHBIX HOCUTENIEN IEPCOHATBHBIX TAHHBIX

3HN.2 VYrpaBineHue AOCTYNIOM K MAaIIMHHBIM HOCHTEISAM
MIEPCOHANIBHBIX JaHHBIX

3HI.3 KoHTponp mnepeMenieHuss MalIMHHBIX HOCHUTEJIEH
MEePCOHANBHBIX JIAHHBIX 3a MPeeibl KOHTPOJIUPYEMOM
30HBI

3HN.4 HckmroueHne BO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO

O3HAKOMJIGHHSI C  COJIEp)KAHHEM  TIEPCOHAIBHBIX
AAHHBIX, XPaHAIMIUXCA HAa MAIIMHHBIX HOCUTCIIAX, U
(W) WCTONB30BAHMS HOCHTENEH TMEePCOHATBHBIX
JaHHBIX B UHBIX I/IH(l)OpMaL[I/IOHHBIX CUCTEMAX

3HI.5 Konrpons wucnonb3oBaHusi uHTEpdEcoB BBOjA




(BpIBOZIa) HMH(OpPMAMK HAa MAaIIWHHBIE HOCUTEIN
NEPCOHAIBHBIX JAHHBIX

3HU.6

Kontpons BBOma (BeIBOjma) wuHGMOpMaAnuu  Ha
MalIMHHBIE HOCUTEJIHA IEPCOHATBHBIX JaHHBIX

3HW.7

KoHTposib MOJKIIOYEHHS MAIIMHHBIX HOCHUTENEH
MEePCOHAJIBHBIX JAHHBIX

3HIN.8

YHuuroxkeHnue (cTupaHue) UM 00e3IMYMBaHHE
MEePCOHANBHBIX JaHHBIX HA MAITUHHBIX HOCHUTEISX
OpyH WX [eperade MeXAy I0Jb30BaTeNsIMU, B
CTOPDOHHHE  OpTaHW3alMd I PEMOHTa  WIH
YTUIU3alMK, a TakKe KOHTPOIb YHUYTOXKCHHUS
(ctupanust) unu 00€3TMUNBAHUS

V. Perucrpauus coosiTuii 0ezonacHoctu (PCB)

PChb.1

Ompenenenue coOBITHI 0€30MAaCHOCTH, TOJJISKAIIUX
pETUCTpALNH, U CPOKOB UX XpaHEHUS

PCB.2

Omnpenenenue cocrtaBa M coepkaHusi UHGopMauu o
COOBITHSIX OE€30MACHOCTH, MOICKALINX PETHCTPALUT

PCB.3

C6op, 3anuch U XpaHeHHe WHPOPMAIUU O COOBITHIX
0€30MacHOCTH B TEYEHHE YCTAHOBJIECHHOTO BpPEMEHH
XpaHEHUS

PCb.4

PearupoBanue Ha cOOM HpPU PErHCTPALUU COOBITHIA
0e30macCHOCTH, B TOM 4YHCIE ammapaTHble U
nporpaMMHble OImMOKH, cOoM B MexaHU3Max cOopa
uHbopMallMM U JIOCTM)KEHUE  Ipefena  WIH
MePETOTHeHHS 00beMa (EMKOCTH ) TTaMSITH

PCb.5

MonuTopuHr  (IpOCMOTp,  aHajlM3) PE3yJbTaTOB




perucTpanuu coOBITUI 0e30macHOCTH u
pearupoBaHue Ha HUX

PCB.6 ['eHepupoBaHue BpeMEHHBIX METOK H  (WIH)
CUHXPOHU3ALMS CUCTEMHOI'0 BpEMEHU B
MH(GOPMALIMOHHOH cucTeme

PCB.7 3amuTa uHGOpPMAIHH O COOBITUAX 0€30MaCHOCTH +

VI. AutuBupycHas 3anmta (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOMW 3aILUThI +

AB3.2 Oo6HoBneHNE 0a3bl TaHHBIX MPU3HAKOB BPEIOHOCHBIX +
KOMIIBIOTEPHBIX ITPOrpamMM (BUPYCOB)

VII. O6Hapy:xenue sropxenuit (COB)
COB.1 OOHapyxeHue BTOpKEHUN
COB.2 OOHoBIIeHHE 6a3bl peLIarOIUX MPABUI
VIII. KonTposs (aHanu3) 3alMIIEHHOCTH epCOHAIBHBIX 1aHHBIX (AH?3)

AH3.1 BrusBrienue, aHanu3 ys3BUMOcCTed MH(OpMaIMOHHON +
CUCTEMBl U  OIEpaTHUBHOE YCTpaHEHHE BHOBb
BBISIBIICHHBIX YSI3BUMOCTEH

AH3.2 KoHTpons ycTaHOBKM OOHOBIEHHH MPOTrPaMMHOTO +
o0ecrniedeHuns, BKJIIOYas OOHOBJIEHHE MPOTPaMMHOIO
o0ecreyeHus: CpeACTB 3alIUThl HH(POpMAUU

AH3.3 Kontponb paboTOCIIOCOOHOCTH, napameTpoB +

HAaCTPOWKM M TNPABWIBHOCTU (DYHKIIMOHHUPOBAHUS
IIPOrpaMMHOI0 OOECIEeUeHHss M CpPEACTB 3allUThI




uHpOopMau

AH3.4 Kontpouns cocrasa TEXHUYECKUX CPEICTB, + +
IIPOrpaMMHOr0 OOeCleYeHuss M CpPEeACTB 3allUThI
uHpOpMaIu

AH3.5 KoHTposns mpaBun resHepanuu M CMEHBI IapoJied + +

N0JIb30BaTEeH, 3aBeACHUS M YAAJICHUS YYETHBIX
3alMCced  IOJb30BATENeH,  peallu3aluy  [PaBHII
pasrpaHUyYCHUS JI0CTyIa, MIOJTHOMOYU I
MOJIb30BaTes el B MHPOPMAITMOHHOW CHCTEME

IX. OGecrieuen

Ue MeIOCTHOCTH HH(DOPMAIIMOHHONW CUCTEMBI U TIepCOHANBHBIX HaHHBIX (OLJT)

OLJI.1

KoHTposb 11e1I0CTHOCTH MPOrPaMMHOTO 00eCTIeUeHus,
BKJIIOYass ~ MPOrpaMMHOE  OOecliedeHue  CpeicTB
3aluThl HH(OPMaLIUU

+

+

OLlJL.2

KOHTpOJ'IB HCJIOCTHOCTH TNECPCOHAJIBHBIX HAaHHBIX,
COACPpIKAIINUXCA B Oazax JaHHBIX HH(bOpMaHHOHHOﬁ
CUCTCMBI

OLJL.3

OGecnieuenue BO3MO>XHOCTH BOCCTAHOBJICHUS
MIPOrpaMMHOTO OOecreueHusi, BKI0Yasi IpOorpaMMHOE
obecrieyeHrne CpeACTB 3alIUThl HMH(OpMAIUM, TpU
BO3HUKHOBEHUHU HEIITATHBIX CUTYaIUil

OLJL.4

OOHapyXeHHE W pearupoBaHWE Ha IOCTYIJICHHE B
MH()OPMALIMOHHYI0O  CHUCTEMY  He3alpalliruBacMbIX
AJICKTPOHHBIX COOOIIEHUH (THMCceM, TOKYMEHTOB) U
uHOM  wmHpoOpmMammu,  HE  OTHOCSIIUXCS K
(GYHKIMOHUPOBAHUIO  MH(GOPMAIIMOHHONW  CHCTEMBI
(3amuTa OT crama)




OLJL5

KonTponb conmepkanus mHboOpMaIuy, mnepeaaBaeMon
n3 WHPOPMAIMOHHONW CHUCTEMBbl (KOHTCHHEPHBIH,
OCHOBAHHBII Ha CBOMCTBAaX 00BEKTA JOCTYMA, U (WJIH)
KOHTEHTHBIN, OCHOBAHHBIN Ha MOUCKE 3allPEIIEHHON K
nepenavye HHGOPMAIUU ¢ UCTIOJIB30BAHUEM CHUTHATYD,
Macok W HHBIX METOJOB), U  HCKIIOUEHHUE
HENpaBOMEpHOW  mepenaun  wHGOpMammm U3
MH(OPMALIMOHHON CUCTEMBI

OLJL.6

OrpaHuyeHue 1npaB IOJb30BaTENed IO  BBOAY
nHpopManuy B HHYOPMAITMOHHYIO CHCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IIOJIHOTBI W TIPABUJIBHOCTH
JaHHBIX, BBOIUMBIX B I/IH(I)OpMaLII/IOHHYIO CUCTCMY

OLJI.8

KoHTponb ommOOYHbIX AESHCTBUI MoJb30BaTeei Mo
BBOJY U (MJM) Iepenaye MEepPCOHAIbHBIX JAaHHBIX M
NpeaynpeXxaeHue Mojb3oBarened 00 OmMOOYHBIX
NENUCTBUAX

X. ObecrnieyeHre JOCTYITHOCTH NEPCOHAIBHBIX JAHHBIX

(OAT)

OJIT.1

Wcnonb3oBanue OTKaSOYCTOfI‘-IHBBIX TEXHUYCCKUX
CpenCTB

OJIT.2

Pe3epBupoBanue TEXHUYECKUX CpEICTB,
MPOrPaMMHOTO OOECTieueHusl, KaHalIOB IMeperadyn
nH(popManuu, CpencTB obecrieueHus
(GYHKITMOHUPOBaHMS UH(POPMAIIMOHHOW CUCTEMBI

OHT.3

KonTpo:is 0€30TKa3HOTO (GYHKIIMOHUPOBAHUS
TEXHHUYECKUX CPE/ICTB, OOHAPYKEHNE U JIOKAIU3AIHS
OTKa30B ()YHKIMOHMPOBAHUS, TPHUHATHE MEp IO
BOCCTAaHOBIICHHIO  OTKAa3aBIIMX CPEACTB M HX




TECTUPOBAHUE

OAT.4

[Tepuoamueckoe pesepBHOE KOIUPOBAHUE
NEPCOHATIBHBIX JaHHBIX HA pE3epBHBIC MAIIMHHBIC
HOCHUTCIIU IICPCOHAJIBHBIX JaHHBIX

OJIT.5

OGecrnieuenue BO3MOKHOCTH BOCCTAHOBJICHUS
NEPCOHAJBbHBIX JIAHHBIX C PE3EPBHBIX MALIMHHBIX
HOCHUTENIEH MEepCOHANBHBIX JaHHBIX (PE3EpPBHBIX
KOIMI) B TEUeHHE YCTAaHOBJIEHHOIO BPEMEHHOIO
UHTEpBaJa

XI. 3amura cpensl Buptyanusanuu (3CB)

3CB.1

Wnentudukanus u ayreHTudukanus CcyObEKTOB
JocTyna M OOBEKTOB JOCTyna B BUPTyaJbHOU
uH(QpacTpyKType, B TOM 4YHCIE aJMHUHHCTPATOPOB
YIIPaBJIEHMS CPEACTBAMU BUPTYyaIU3aluu

3CB.2

VYnpaBieHue JOCTYyIIOM CyOBEKTOB JIOCTyna K
o0BEKTaM J0CTyNa B BUPTYaJbHOW MHPACTPYKTYpE,
B TOM YHMCJIE BHYTPU BUPTYaJIbHBIX MAIIUH

3CB.3

Peructpanust coObITuii 6€30MaCHOCTH B BUPTYaJIbHOU
UHPPACTPYKTYpE

3CB.4

VYnpasnenue (unpTparnms, MapIIpyTU3aLHUs,
KOHTpPOJIb COEIMHEHNS, OJTHOHANPABJICHHAs Iepeiaya)
NOTOKaMH  MHGpOpPMAllUM  MEXAY KOMIIOHEHTaMHU
BUPTyaJlbHOW  HMHQPACTPYKTYpbl, a Takke IO
NIEPUMETPY BUPTYaIbHOW HHPPACTPYKTYPHI

3CB.5

JloBepeHHasi 3arpy3ka CepBEpOB BUPTYaIH3alluH,
BUPTYQJIbHOM MamuHbl (KOHTEHHEpa), CEpBEPOB




YIPABIICHUS BUPTYyaau3anuein

3CB.6

VYrpapiieHue MepeMeNIeHHeM BHPTYaTbHBIX MAIIuH
(KoHTEHHEPOB) U 00padaThIBAEMbIX Ha HUX JAHHBIX

3CB.7

KonTpons LIEJI0OCTHOCTHU BUPTYaJIbHOU
UHPPACTPYKTYPHI U e KOH(pUrypanuit

3CB.8

Pe3epBHOE KONMpOBaHUE JaHHBIX, PE3ECPBUPOBAHUE
TEXHUYECKUX CPEJACTB, MPOTrPaMMHOI0 0OecreyeHHs
BUPTYaJbHOW HWH(PACTPYKTYpPhI, a TaKKe KaHAJIOB
CBSI3U BHYTPHU BUPTYaJIbHON MH(PPACTPYKTYPHI

3CB.9

Peanusanus v ynpasiieHHE aHTUBUPYCHOM 3aILUTON B
BUPTYaJIbHOU HH(PACTPYKType

3CB.10

Pa3Obuenne BuUpTyaibHOW  HUHQPPACTPYKTYpHI  Ha
CETMEHTHI (cerMeHTHUpOBaHME BHUPTYaJIbHOU
UHQPaACTPyKTyphl) Uisi OOpaOOTKM TEPCOHAIBHBIX
JAHHBIX OTJIEJIbHBIM IOJIb30BaTeNeM U (MJIM) TPyNon
I0JIb30BaTENEN

XII. 3amuta Texuudeckux cpencts (3TC)

3TC.1

3amura uHpOpMaInH, oOpabaTbIiBaeMOit
TEXHUYECKUMHU CpPEACTBaMH, OT €€ YTCUKH TI0
TEXHUYECKUM KaHaJlaM

3TC.2

OpraHu3anus KOHTPOJUPYEMOH 30HBI, B THpeaenax
KOTOPOW TIOCTOSIHHO pPa3MEIIA0TCs CTallMOHAPHBIC
TEXHUUYECKNE CpEICTBa, oOpabarbIBatomye
nH(pOpMaIUIO, U CPENCTBA 3aIUTHl MHGOPMAINH, a
TaKXe CpefcTBa o0ecrieyeHus (QyHKIIMOHHUPOBAHUS

3TC.3

Kontpons u ympaBineHue (QU3MUECKUM JIOCTYIIOM K




TEXHUYECKUM  CpEJCTBaM, CpPEACTBaM  3allUTh
nHpopManuu, CpelIcTBaM obecrieueHust
(YHKIIMOHUPOBAHMS, a TaKKe B TOMEIICHUS U
COOpYKEHHsI, B KOTOPbIX OHHM YCTAHOBJICHBI,
WCKJTIOYAIONINE HECAaHKIIMOHWPOBAHHBIN (hU3NYECKUIA
JOCTYyl K CpeiacTBaM o00paboTku uHOpMaIuuy,
CpeAcTBaM 3almIUThl HMHPOPMALMK U  CPEACTBaM
obecrnieueHus (HYHKIIMOHUPOBAHUS MH(DOPMALIMOHHOM
CUCTEMBI, B TOMCIICHUS U COOPYKEHUS, B KOTOPBIX
OHU YCTaHOBJICHBI

3TC.4

Pa3memienue ycTpolicTB BhIBOAA (OTOOpaxkeHus)| +
nH(popmanuu, HCKJIFOYAroIIee ee
HECaHKIMOHUPOBAHHBINA TPOCMOTP

3TC.5

3ammTa OT BHEIIHUX BO3JCUCTBUH (BO3ICHCTBUIA
OKpYy>Karoleu Cpenpl, HECTaOUILHOCTH
ANEKTPOCHAOKEHUS, KOHIUIIMOHUPOBAHUA W HHBIX
BHEUIHUX (DaKTOPOB)

XIII. 3amuTa UHPOPMAIIMOHHOM CUCTEMBI, €€ CPECTB,
CUCTeM CBsi3U U nepenayu aanubix (3UC)

3UC.1

Paznenenne B uMH(OpManMoHHON cucteMe (YHKIMN
1o YIPABJICHUIO (aIMUHUCTPUPOBAHHUIO)
MH(pOPMAaIMOHHOM CUCTEMOH, YIPaBJICHUIO
(aIMHHUCTPUPOBAHUIO) CHUCTEMOI1 3aIUThI
NEPCOHATBHBIX JaHHBIX, (QYHKUMH 1O 00paboTke
MEPCOHANBHBIX ~ JAaHHBIX W WHBIX  (YHKIHH
MH(POPMALIMOHHON CUCTEMBI

3UC.2

IIpenorBpaiieHue  3aA€pKKM  WIM  IIPEPHIBAHUSA
BBIIIOJIHEHHS TIPOLECCOB C BBICOKMM IIPUOPUTETOM CO
CTOPOHBI IIPOLIECCOB C HU3KUM IIPUOPUTETOM




3UC.3

OOGecrieueHne 3alIMTHl TEPCOHAIBHBIX JIaHHBIX OT
packpbITusi, MoAM(UKAIMM U HaBA3BIBaHUA (BBOJA
JIO)KHOUM MH(pOpPMAITUK) TIpH ee Tiepeaade (TIoAroTOBKE
K Iepeaaye) 1o KaHajliaM CBS3HM, UMEIOIIUM BBIXOJ 3a
MpeAesibl  KOHTPOJUPYEeMOW 30HBI, B TOM YHCIIE
OecrpoBOHBIM KaHaJaM CBSI3U

31UC.4

OOecnieueHre TOBEPEHHBIX KaHajIa, MapIIpyTa M1y
aJIMUHUCTPATOPOM, IMOJIb30BATEIeM U CpPEACTBaMHU
3amuTel  uHGopManuu (QyHKUHSIMH O0€30MaCHOCTH
CPEICTB 3aIUThl HHPOPMALIIH)

3UC.5

3anper HECAaHKI[MOHNPOBAHHON YIAJICHHON
aKTHBAallUM BHJEOKaMep, MHUKPOGOHOB U MHBIX
nepu@epuiHbIX  YCTPOMCTB,  KOTOpbIE  MOTYT
AKTUBUPOBATHCS YIAIIEHHO, u OIOBEIIEHHE
10JIb30BaTese 00 aKTUBALIMU TaKUX YCTPONCTB

3UC.6

[lepemaya W KOHTPOJb MEJIOCTHOCTH AaTpUOYTOB
0e30macHOCTH (METOK O€30MaCHOCTH), CBS3aHHBIX C
NEpCOHAJIBHBIMU  TaHHBIMH, IIpU oOMeHe uMH C
WHBIMU UH()OPMAITMOHHBIMU CUCTEMAMHU

3UC.7

KoHTponb CAaHKUIMOHUPOBAHHOTO M  HMCKJIIOUEHUE
HECAHKIIMOHUPOBAHHOTO HCHOJIb30BAHUS TEXHOJIOTUI
MOOUIIBHOTO KOJia, B TOM UHCJIE€ pErHCTpaIus
COOBITHH, CBSI3aHHBIX C MCITOJH30BAHUEM TEXHOJIOTHHI
MOOUIIFHOTO KOJa, MX aHallu3 U pearupoBaHHE Ha
HapylIeHUS, CBsI3aHHEIE C HUCIIOIb30BaHUEM
TEXHOJIOTHII MOOMIIBHOT'O KOJa

3UC.8

KOHTpOb CaHKIMOHMPOBAHHOTO M HCKIIOUYEHHUE
HECaHKLIMOHUPOBAaHHOT'O HCIOJIb30BAaHUSA TEXHOJIOTHI
nepeaayd pevu, B TOM YHCIIE PErUCTpaus COOBITHH,




CBSI3aHHBIX C MCIOJIb30BAaHUEM TEXHOJOTUH Mepeaadn
peud, MX aHali3 W pearupoBaHHe Ha HApYIIEHUS,
CBSI3aHHBIC C UCIIOJIH30BAHUEM TEXHOJIOTHI mepenadn
peun

31UC.9

KoHTposb  CaHKIIMOHMPOBAHHOH M  HMCKIIOUEHHUE
HECaHKIIMOHUPOBAHHON nepeaaqn
BHAcoMH(OpMAIMM, B TOM YHCJIE€ PETHCTpaIUs
COOBITHI, CBSI3aHHBIX C nepeaayve
BHIcOMH(OpMAIIMY, WX aHAJIM3 W pPearupoBaHUE Ha
HapyLIEHUS, CBSI3aHHBIE c nepenayen
BHIeOMH(OpMaIuu

31C.10

[ToaTBepxnenue MIPOUCXOKACHUS HMCTOYHHKA
nH(pOpMaIKY, MOTYyIaeMOM B MPOIECCE OMpeeTICHUs
CEeTEBbIX aJpPEecOB IO CETEeBbIM HMEHaM WJIU
OIPEACIICHUA CETCBBIX UMCH I10 CETCBBIM aapcCaM

31C.11

OoOecrnieyeHNE TOUIMHHOCTH CETEBBIX COECOUHEHUN
(ceaHCOB B3aUMOJICHCTBUS), B TOM YHCJIC JIJIS 3AIUTHI
OT TTOJIMEHBI CETEBBIX YCTPOMCTB U CEPBHCOB

3UC.12

Hckmouenune BO3MOKHOCTH OTPHLIAHUS
nojb3oBareraeM (akTta OTHPaBKU MEPCOHAIBbHBIX
JAHHBIX JPYrOMY ITOJIb30BATENIO0

31C.13

Hcknrouenue BO3MOXKHOCTH OTpHULIAHUS
nojip30oBarereM (¢akra IMOJyYeHHS MEepCOHATbHBIX
JAHHBIX OT IPYrOro MOJIb30BaTENs

31C.14

Hcnons30Banue yCTPOMCTB TEPMUHAIBLHOIO JOCTYIIA
TUTIs1 00pabOTKH MEPCOHATBHBIX JAaHHBIX

3UC.15

3ammTa apXWBHBIX (HalIoOB, MapaMETPOB HACTPONKH




CpeACTB 3amuThl WHGOPMALMKA U TMPOrPAMMHOIO
oOecrieueHHss W WHBIX JaHHBIX, HE ITOJIEKAIIHX
M3MEHEHHIO B Iporecce oOpabOTKM MEepCOHATbHBIX
TaHHBIX

3UC.16

BeisiBnenue, aHaJIN3 u OJI0OKMpOBaHUE B
WHPOPMAIIMOHHON  CHUCTEME  CKPBITBIX  KaHAJIOB
nepenayu nHGopMalnuu B 00X0J peaTn30BaHHBIX Mep
WM BHYTPU pa3pellieHHBIX CETEBbIX POTOKOJIOB

3UC.17

Pazbuenne nHMOPMAIIMOHHONW CUCTEMBI HA CETMEHTHI
(cerMeHTHpOBaHHE WH(POPMAIIMOHHON CHCTEMBI) H
obOecrieyeHre  3almIUTBl  NEPUMETPOB  CETMCHTOB
MH(OPMALIMOHHON CUCTEMBI

3UC.18

OOGecrieueHue 3arpys3Ku U UCIIOJIHCHUA TPOTPAMMHOTO
oOecIieueHns ¢ MalIUHHLIX HOCHUTENCH NEPCOHAIIBHBIX
AAaHHBIX, JOCTYITHBIX TOJIBKO IJI YTCHUSA, U KOHTPOJIb
HEJIOCTHOCTHU JaHHOI'O MMPOrpaMMHOTO o0OecreyeHus

3UC.19

W3onsmus  mpoueccoB  (BBIIOJIHEHUE IPOTpaMM) B
BBIJICJIEHHOW 00J1aCTH MaMsATH

31C.20

3amura 6ecrpoBOIHBIX COEANHEHUM, TPUMEHSIEMbIX B
MH(OPMALIMOHHON CUCTEME

XIV. BblsiBlIeHHE HHIIUICHTOB U PEarupOBaHUE HA HUX

(MHIT

WHIL1

OHpe,Z[CJ'ICHI/IC J1Il, OTBCTCTBCHHBLIX 3a BbIIBJICHUC
HHOUACHTOB U p€arupoOBaHC HA HUX

WHIL.2

O6napyxenue, WUACHTUPUKAIUS W  PETUCTpAIUs
HNHIIUIACHTOB

WHIL3

CBoeBpemMeHHOE UH(POPMHUPOBAHUE a1,




OTBETCTBEHHBIX 33 BBIABJICHHE MHUUICHTOB U
pearupoBaHKe Ha HUX, O BOSHUKHOBEHUH WHIUICHTOB
B HWH(POPMALMOHHON CHCTEME TMOJb30BATEISIMH U
aJMUHUCTpATOpaMu

HHII .4 AHaiu3 WHUUJCHTOB, B TOM 4YHCIIE OINpEACIICHUE +
HWCTOYHHUKOB U MPUYMH BO3HHUKHOBEHUS WHIIMIECHTOB,
a TaK)Ke OIIEHKA UX MOCIIeACTBUI

HHIL.5 [IpunATHe Mep 0O YCTPaHEHUIO MOCIEICTBUN +
VHIIAJICHTOB
MNHILL.6 [InanupoBaHue U IPUHATHE MEP 10 IPEAOTBPALICHUIO +

MOBTOPHOT'O BOBHUKHOBCHUS MHIIUACHTOB

XV. Ynpapnenue koHpUrypaurueit ”HGOpMaMOHHONW CUCTEMBI U CUCTEMBI 3aIUThI
nepcoHabHbIX JaHHBIX (YK®D)

YK®.1 Omnpenenenue UL, KOTOPBIM pa3pellieHbl JeHCTBUA + +
[0 BHECEHUIO M3MEHEeHul B  KOH(puUrypauuio
MH(OPMALIMOHHOW CHCTEMbl U CHCTEMBI 3alllUThI
MIEPCOHANIBHBIX JaHHBIX

VK®.2 VYnpasnenue N3MEHEHUSIMHA KOH(UTypauu + +
MH(POPMAIIMOHHOM CHCTEMBl M CHCTEMBI 3allUThl
MEPCOHANBHBIX TAHHBIX

YK®.3 AHanu3 MOTEHIMAIBHOTO BO3AEUCTBUS TUIAHUPYEMBIX + +
U3MEHEHUH B KOH(purypauuu uHGOpMAITMOHHON
CHCTEMBI M CUCTEMBI 3aIUTHI IEPCOHATBHBIX JAHHBIX
Ha oOecreueHne 3alIUThl MEPCOHAJIBHBIX MAHHBIX U
COIJIACOBAaHME  W3MEHEHMH B  KOH(Urypauuu
MH(POPMAIIMOHHON CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM
(pabOTHMKOM), OTBETCTBEHHBIM 3a oOOecIeueHue




0€30MMacCHOCTH MePCOHATBHBIX JTaHHBIX

YK® 4 JlokymMeHTupoBaHue UHPOpManuu (JaHHBIX) 00 + + +
U3MECHEHMSIX B KOH(Urypauuu HHGOPMAIUOHHON
CHCTEMBI ¥ CHCTEMBI 3aIlUThl IEPCOHAIBHBIX JTaHHBIX

"+" - Mepa mo oOecrniedueHuto 0€30MaCHOCTH TMEPCOHAIBHBIX IAHHBIX BKIIOYEHA B 0a30BbId HaOOp Mep Uil COOTBETCTBYIOIIETO YPOBHSA

3aIUIIEHHOCTH IEPCOHATBHBIX JIAHHBIX.

Meps! o obecrieueHnto 0€30MacHOCTH MEePCOHANbHBIX JaHHBIX, He 0003HaUeHHbIC 3HAKOM "+", MPUMEHSIOTCS MPU aanTanuu 6a3oBoro Habopa
Mep M YTOYHEHHH aJalTHPOBAHHOTO 0a30BOro Habopa Mep, a TaKke MpH pa3padoTKe KOMIEHCHUPYIOIMIMX MEp MO OoOecredeHuIo 0e30macHOCTH
MEPCOHAJIbHBIX TAHHBIX.




